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Ransomware Protection Guide

2. Ransomware Response - response measurement after being infected by
ransomware

2.1 How to identify a ransomware attack?

The initial symptom when attacked by ransomware is large number of files are
been encrypting, which cause the hard disk, CPU, and memory run with very high

usage. In addition, the affected files are usually modified with extensions.

After the file is encrypted, in most cases, the ransomware will demand a ransom
from the victim, so the ransom message will be displayed on the screen of the device,
or relevant documents will be posted. They will leave a way on how to contacting so

the victim can communicate with the attacker about payment issues.

The attacker may even threaten to publish data online to force the victim to pay
the ransom. For example, the attacker of the MAZE ransomware published the medical

files of Hammersmith Medicines Research to force them to pay the ransom.
2.2 Contingency measures

(1) Immediately disconnect the infected device from all networks, whether wired,
wireless or mobile-based. In very serious cases, consider turning off Wi-Fi,
disabling any core network connections (including switches), and

disconnecting the internet connection.

(2)Report the case to the Investigation Bureau(service@mjib.gov.tw) or

Criminal Bureau for assistance(cib.noransom@cib.npa.gov.tw).

(3) Report information security incidents through the official website of
TWCERT/CC (twcert.org.tw) or Email (twcert@cert.org.tw).

(4) Seek external information security professional units to assist in handling the

incident.

(5) Communicate in accordance with internal notification procedures and initiate

relevant contingency measures.

(6) Monitor network traffic and perform anti-virus scans to determine if there are

still infections.
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(7) Take inventory of potentially affected devices and perform antivirus software

scans on these devices.

(8) Most of the data encrypted by ransomware are difficult to crack, but you can
still try to check the virus type through the ransomware name, extension and
other information, ok for a decryption tool provided by a trusted information

9]

security unit on the website of “no more ransom project”".

" https://www.nomoreransom.org/zht Hant/decryption-tools.html
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